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The cyber threat landscape is continuously evolving,
forcing organizations to improve their network security
and response capabilities.
The majority of organizations do not have enough
resources or capabilities to protect their business when
such incidents occur. The impact of a cyber attack can
lead to disastrous consequences.

$ 4.24 million
74%

Average cost
for data breach in 2021
Source: IBM

46%

“ When an incident occurs,
knowledge alone is
insufficient.

We offer our extensive
hands-on experience and
our proprietary technology,
which are the gamechanging factors for our
customers.”
Ian Qvist
Director of Chronos Services, CSIS
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Organizations victimized in a
phishing attack in the past 12
months

Emergency Response cases
involving ransomware cases in
Q2 2021

Source: Ivanti

Source: Cisco Talos
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WE CLASSIFY INCIDENTS INTO 8 TYPES
Advanced Persistent Threats (APTs)

Business Email Compromise (BEC)

APTs are threat actors with a lot of resources
in their back pockets. They typically attack
to tamper with important infrastructure or
for political reasons. Their methods and
techniques are sophisticated and often
involve anti-forensics to cover their tracks.

Business Email Compromise (BEC) is where
an attacker has gained access to an email
account involved with invoicing. Executives
are the main target group. Such breaches
result in significant financial losses.

Data theft

Espionage

Data theft can happen at any time
and to anyone. External attackers can
compromise the network with the intention
to steal credential databases, or an insider
(employee) can do it to exfiltrate trade
secrets to sell to a competitor.

Espionage can come in many forms, but
fundamentally, it involves a third party
that extracts information about projects,
employees, critical situations, or data.
Digital espionage involves backdooring
systems with malicious software or paying
employees to steal documents.

Malware infections

Phishing attacks

Malware infection is often the first step
in many attacks. Malware finds itself onto
systems through one of many infection
vectors such as brute-force, vulnerabilities,
social engineering, stolen credentials, or
misconfigurations. Once it is planted on a
computer in the network, attackers can use it
as a stepping stone to attack the rest of the
network.

Phishing attacks are either used to get
people to enter their credentials into a fake
website, or to trick people into installing
malware on their computers. One of the
examples is when the attacker clones a
website login page and sends it out to
thousands of recipients with a link to a
domain that looks innocent to get their
credentials stolen.

The CSIS Emergency Response Team has
extensive experience in handling the most
advanced and complex cyber security attacks,
working hand-in-hand with customers, offering
them a customized approach to identify,
analyze and remediate threats in the most
efficient and cost-effective way.
Our specialists work unrelentingly with customers aiming to answer four
crucial questions:
HOW did the breach take place?
•
•
•

How tells us and the customer how the attackers got in.
Without it, we can’t prevent the attackers from re-entering the network.
Examples: VPN vulnerability, RDP brute-force, e-mail social engineering.

WHAT data or information was exfiltrated?
•
•
•

What should tell the customer which data is likely to have been stolen.
This is a must, as the customer needs to inform Datatilsynet (GDPR).
Examples: files, databases, backups, credentials, and credit cards.

WHEN did the incident take place and how long did it take?
Sabotage/ Ransomware/ Extortion

Unauthorized access

One of the most complex threats we face
today is ransomware. Groups of attackers
breach networks through various infection
vectors such as vulnerabilities and bruteforce. Once they are on the inside, they
escalate privileges to domain administrators
in Active Directory, which allows them to
execute a ransomware application across all
computers in the network.

Unauthorized access pertains to insider
threats and attackers alike. Systems
like SCADA, payment processing, and
confidential data storage might have been
accessed by unauthorized personnel
or third parties and therefore needs an
investigation.
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•
•
•

When gives the customer how long ago the attack happened.
If the attack is new: the attacker may not have had time to do any damage.
If it happened long ago: the attackers might have multiple backdoors. They have
exfiltrated data. Artifacts might have been degraded.

WHO was the attacker and/or where were they from?
•
•

Who should tell the customer if the attack was targeted or opportunistic.
A targeted attack involves a lot more work for the customer.
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In an Emergency Response case
our specialists’ main objectives are:
•

Guide the customer through the incident process

•

Provide containment procedures to avoid further compromise

•

Give advice and direction on back-ups and data restoration

•

Find and eradicate malware infections and backdoors

•

Investigate evidence to provide answers to what, when, and how

•

Investigate data theft: nature of it and volume

•

Deliver a report with the investigation results

•

Provide security recommendations to limit/prevent future incidents

•

Provide support to other tracks running (e.g. Communication)

References & testimonials
“CSIS’s emergency response capability – the people
and the technology used – is best-in-class.
The team’s depth of technical knowledge, work
ethos, and collaborative nature is commendable,
as is their ability to take the lead. I consider them a
trusted partner.”
Rasmus Rasmussen,
Vice President IT, Infrastructure & Operations,
Demant A/S

Benefits
• We apply a customized solution in every emergency response case,
since each case is unique
• Our specialists have amassed remarkable experience in handling
the most sophisticated cyber attacks
• Cost-effective approach supported by our proprietary tech
platforms

“The CSIS Team delivered exceptional value while
supporting us in working through a sensitive
and complex cyber investigation. Their people,
their proprietary tools and impressive process
competencies enabled us to work at an unparalleled
pace. We expect to work with world-class partners
and CSIS definitely lived up to that expectation.”
Morten Duus,
Vice President, Global IT,
Vestas Wind Systems A/S

In case of a breach, call us:
+45 31 35 95 69
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CSIS IN BRIEF
•
•
•
•
•
•

Founded in 2003
Leading pure cybersecurity services
player
Delivering actionable and intelligencedriven detection and response services
Preferred partner to leading
organizations across multiple sectors
Trusted advisor to law enforcement
agencies, government and news media
Credited by Gartner

OUR OFFERING

•
•
•
•
•

Managed Detection & Response (MDR)
Cyber Threat Intelligence (CTI)
Brand Protection
Incident Response
Security Consulting

CSIS Security Group A/S

Head office
Vestergade 2B, 4th floor
1456 Copenhagen
Denmark
UK office
95 Aldwych
London, WC2B 4JF
UK
+45 88 13 60 30

The leader in actionable and intelligence-driven
detection and response services

www.csis.com

